PyKoBojCTBO 10 00ecrieueHHI0 0€30MaCHOCTH MCI0/Ib30BaHUSA YIEKTPOHHON MOAMUCH U
CPeJCTB 3/IEKTPOHHOM MOJIUCH
1. OG6mwme npuHIMIE 0OeceueHUs HPOPMAIIMOHHOM 0E30MaCHOCTH MPU OpraHU3aIuu

QJICKTPOHHOTO B3aHMOHCﬁCTBHH C UCIIOJIBb30BaHHUEM 3JI€KTpOHHOI>i IIOAITNCH.

Opraauszanys 3J€KTPOHHOTO B3aUMOJIEHWCTBHS C HMCIOJIB30BAHMEM JJIEKTPOHHOM IOANHCH
JIOJDKHA OCYLIECTBIATBCSL C ydeToM TpeOoBaHMH (penepalbHbIX 3aKOHOB «OO0 »IEKTPOHHOM
noanucuy, «O06 wuHpopmanyy, HHPOPMALMOHHBIX TEXHOJOTHSX M O 3aluTe HHpOopMarumy,
WucTpykuueit 00 opraHuzanui U o0ecriedeHnd 0e30MacHOCTH XpaHEHUs, 00pabOTKH U Tepenadn
[0 KaHajaM CBS3M C MCIIOJIb30BAHUEM CPEACTB KpUINTOrpaduueckoil 3amuThl MHPOpPMALUHU C
OTpaHMYEHHBIM JJOCTYIIOM, HE COIEPKalCH CBEIEHUH, COCTABIISIIOIIMX TOCYIapCTBEHHYIO TalHY,
yTBEepKIeHHOI npuka3zom deepalibHOTO areHTCTBa MPaBUTEILCTBEHHOM CBA3M U MH(OpMALIUU TIPU
IIpesunente Poccuiickoit @eneparun ot 13 utona 2001 . Ne 152 (manee taxxe — MHcTpykuus
OAIICU  Ne  152), npyrux ¢enepanbHbIX 3aKOHOB UM HOPMATUBHBIX MPAaBOBBIX aKTOB,
OCYIIECTBIISIONUX IPAaBOBOE PEryJUpOBaHUE OTHOIIEHHH B 0OJACTH OOECleUYeHUs] 3allUThl
UHQOPMALMM ¥ HCHOJb30BAaHUS AIIEKTPOHHOM MOAMHMCH, pyKoBOIAMMX JokymeHToB DPCTOK
Poccun u ®CB Poccuu, skcrutyaTallmiOHHOM M TEXHMYECKOW JOKYMEHTAIIMM Ha HCIOJIb3yeMbIe
CpelCTBa DJIEKTPOHHOM TMONIMUCH, CPEJCTBA KPHUMNTOrpapuUUecKor 3amuThl WHOpMamuu (maiee
taxxe — CK31).

Ecnu nHOe He ycTaHOBJIEHO (pefepanbHBIMU 3aKOHAMH, IPUHUMAEMbIMH B COOTBETCTBUH C
HUMU HOPMAaTUBHBIMHM IPAaBOBBIMM aKTaMH WM PEUIEHHMEM O CO3JaHUU KOPIOpaTWBHOMN
MHGOPMAITMOHHON CUCTEMBbI, MOPSAAOK HCIOJIb30BAHUS DJCKTPOHHOM MOANKUCH B KOPIOPATUBHOMN
MH(QOPMALMOHHON CUCTEME MOXKET YCTaHaBIMBATHCS ONIEPATOPOM ITOM CUCTEMBI WITH COIIAIIEHUEM

MCIKAY YUaCTHUKAMU IJICKTPOHHOT'O B3aHUMOJICHCTBHS B HE.

2. Pucku, CBA3aHHBIE C HCIIOIB30BAHUEM YJIEKTPOHHBIX TTOIMKMCEH U CPEICTB IICKTPOHHON
IIOAITHUCH.

21 BI/IJII)I pI/ICKOB, CBA3AHHBIX C HCIIOJIB30BAHHUCM SHeKTpOHHBIX HOJIHHCGf/i 158 CpelICTB
ANEKTPOHHOM MOAMHUCH.

B ciydae, ecnu 3neKTpoOHHOE B3aUMOJECIHCTBHE C HUCIOIB30BAHUEM AIIEKTPOHHOMN MOIMUCH
ocymecTBisgercss 0e3 ydera TpeOOBaHMH HOPMATHUBHBIX IPABOBBIX AaKTOB, PETYIUPYIOMIUX
OTHOIICHUA B O6J'IaCTI/I HCITIOJIB30BaAHUA E)J'IGKTpOHHI)IX HOI[HI/ICGI\/'I, HCHOJ’IBSyGTCSI
HEeKBATM(UIIMPOBAHHAS JJIEKTPOHHAs TMOMANUCH WM CPEICTBA AJIEKTPOHHOW TIONNUCH HE
cepTu(UIMPOBaHBl HA COOTBETCTBHE TpeOOBaHMSM O€30MacHOCTH HH(POpPMALMU, MOTYT
BOBHHKHyTB NI CYIJ_ICCTBCHHO B03paCTI/I pI/ICKI/I, CBA3AHHBLIC C HCIIOJIB30BAHHUCM BHGKTpOHHOﬁ

MmoANnrCHU, OCHOBHBIMHU U3 KOTOPBIX MOT'YT ABJIATHCA:



PUCKHM, CBSI3aHHBIE C HapylICHHEM IeJOCTHOCTH DIEKTPOHHOTO JIOKyMEHTa U
BO3MOXHOCTBKO OTKa3a OT HCEro. I[aHHI)IG PUCKHU MOTYT 6I>ITI) CBsI3aHbI C BHCCCHHBIMU B
BJIGKTpOHHI)Iﬁ JOKYMCHT HW3MCHCHUAMHU, IIPOU3BCACHHBIMU IIOCJIE€ €Tr0 MOANHCAaHUs. .HI/IHO,
MOJITUCABIIEE 3JICKTPOHHBIA TOKYMEHT HEKBaNU(UIIMPOBAHHOW 3JIEKTPOHHOM MOAMUCHIO, WU
JUIO0, OCYIIECTBIIAIONIEE MPOBEPKY TAKOH DIEKTPOHHOW IMOMAMUCH, MOXET 3asBUThH O TOM, YTO
cofiep)KaHUe DIEKTPOHHOTO JTOKYMEHTa OBUIO M3MEHEHO TOCJE €ro MOANHCAHUS M AIIEKTPOHHBIN
JIOKYMEHT HE COOTBETCTBYET TOMY JOKYMEHTY, KOTOPBIA OBLI MOAMHCAH HEKBAIU(DHUIMPOBAHHON
AIIEKTPOHHOM MOANHUCHIO;

PUCKH, CBSI3aHHBIE C MPOBEPKOW MPUHAIICIKHOCTH KIIIOUa OSIIEKTPOHHON TOAMHCH, C
MIOMOIIBIO KOTOPOM TIOATIMCAH ANIEKTPOHHBIN JTOKYMEHT, BIJICJbIly cepTU(UKaTa KIro4da MPOBEPKH
AJIEKTPOHHOM TOMNKCH (fanee — Bruajenern ceprudukara). JIuio, Biajgeroriee cepTuukaToM Kirroda
MPOBEPKHU AIIEKTPOHHOMN MOAMHUCU U COOTBETCTBYIOUIUM KITFOUOM SJIEKTPOHHON MOJIMHCH, KOTOPHIM
ObUT TONIMUCAH DIEKTPOHHBIM TOKYMEHT, MOXET 3asBUTh O TOM, 4YTO HEKBATH(HUIIMPOBAHHAS
QJICKTPOHHAs MOAIUCH, COACPIKAIIAsACA B JJICKTPOHHOM AOKYMCHTC, HC MPUHAMJICKUT IOAHHOMY
BJIQJICIIBITY CepPTH(UKATA;

PUCKH, CBsI3aHHBIE C TPU3HAHHEM IOPUIUYECKON CHIIBI 3JIEKTPOHHOTO JOKYMEHTAa,
MOJTMCAaHHOTO HEKBATU(PHUITMPOBAHHON AIIEKTPOHHOM moanucklo. OHa U3 CTOPOH MOXKET 3asBUTH O
TOM, YTO TIOANMCAHHBIN HEKBaTHM(PHUIMPOBAHHON SIEKTPOHHOW TOANHUCHIO JOKYMEHT HE MOXKET
MOPOXIATh OPHUINICCKU 3HAYMMBbBIX HOCJ'IGJICTBI/Iﬁ HWIIN CYUTATBCA JOCTATOYHBIM J0KA3aTCIIHCTBOM B
cyne;

PUCKH, CBSI3aHHBIE C HECOOTBETCTBUEM YCJIOBHMM HCIIONB30BAHUS DIEKTPOHHOW TMOAMUCH
YCTAaHOBJICHHOMY TMOPSIIKY. B ciydae, eciiv TOPSIOK HUCIOIB30BAHMS HEKBATH(PHUIIMPOBAHHON
BJ'IeKTpOHHOI\/’I nmoanmucu n CpeacTB 3J'ICKTpOHHOﬁ noAnmruCr HE COOTBCTCTBYCT Tpe6OBaHI/I$IM
HOPMATHUBHBIX TPaBOBBIX akToB Poccuiickoit ®Denepanyu, OCYIIECTBISIONUX MPABOBOE
pPEryIupOBaHUE OTHOIICHUH B HCIOIB30BAHUU DJICKTPOHHOM MOAMUCH WU HE COOTBETCTBYET
MOPSIIKY ~ MICTIONBb30BAHUSL HEKBATU(DUIIMPOBAHHON AJNEKTPOHHON TOAIMHUCH, ONPEACIIEMOMY
COTTIAIICHUAMHA CTOPOH, IOPUANYCCKAA 3HAYUMOCTE IOAIMMCAHHBIX TaKkou 3J'IGKTpOHHOI>i IIOAIINUCBHIO
JOKYMEHTOB MOXeT ObITh HEe TpHU3HaHa OAHOW U3 CTOPOH YYaCTHUKA OJIEKTPOHHOTO
B3aMMO/ICHCTBUS,

PHUCKH, CBSI3aHHBIC C HApyIICHHEM KOH(DHUICHIIMATHHOCTH KIIOYEH SIICKTPOHHOHN MOAIHCH
(McToNb30BaHUE KITFOYEH AIIEKTPOHHON MOANHCH 0€3 corniacusl Bajaenbla). B ciydae HapymieHus
KOH(DHUIEHITUATBHOCTH KJIIOUEH SJIEKTPOHHOM IMONAMUCH, B TOM YHCIIe KOMIIPOMETAIMH KIIOYei,
HECAHKIIMOHUPOBAHHOTO JIOCTYIA K KIFOYEBBIM HOCUTEINISIM HIIM CPEJICTBAM SJIEKTPOHHOMN MOJIUCH,

YYaCTHHUKOM OBJICKTPOHHOI'O BSaI/IMOZIGf/'ICTBI/ISI MOJKET OBIThH MNPUHAT B HCIIOJIHCHUC HOZ[HI/ICB,HHI:Iﬁ



HEKBATU(UIIUPOBAHHOW DIEKTPOHHON TMOAMUCHIO JIOKYMEHT, TMOPOXKIAIOIUN  IOPUITIECKI
3HAUMMBIE IIOCJICACTBHS,

PHCKH, CBA3aHHBIE C HECOBMECTUMOCTBIO CPEACTB AJNEKTPOHHOM MOAMMUCH, UCIOIb3YEMbIX
CTOPOHAMHU JJIsi OpPraHU3alMu AJIEKTPOHHOTO B3auMojehcTBus. HecoBMeCcTUMOCTH CpencTB
AIIEKTPOHHON TMOJMUCH, TPOTOKOJIOB U (OpPMATOB JAaHHBIX, HCIOIB3YEMBIX CTOPOHAMHU JUIS
OpraHu3alMu AJIEKTPOHHOTO B3aUMOJCUCTBUS, MOXKET NPUBECTH K HEBO3MOXXHOCTH IPOBEPKHU
HEKBATH(UITUPOBAHHOM IICKTPOHHON MTOMUCH TOKYMEHTA WM K €€ HEKOPPEKTHOM MPOBEPKE;

PUCKH, CBSI3aHHBIC C OMNPENIEICHUEM TOJHOMOUYMM JIMIlA, TMOAMUCABIIETO 3JIEKTPOHHOM
MOANMMUCHIO JOKyMEHT. B ciyyae, eciM y4YaCTHUKaMHM DIIEKTPOHHOTO B3aWMOJCHCTBUS HE
ONPEACIICHBI JIUIA, YYACTBYIOIIUE B AIEKTPOHHOM B3aUMOJCHCTBUU, ITOJTHOMOYMS JAHHBIX JUI MO
MOAMMUCAHUIO DIIEKTPOHHBIX JOKYMEHTOB OT MMEHM YYAaCTHUKA AJIEKTPOHHOTO B3aMMOIECHCTBUS, a
TaK>Ke B Clly4yae, €CJIM MOJTHOMOYHS JIMIA TTO MOAMUCAHUIO JIEKTPOHHBIX TOKYMEHTOB MIPEKPAILlCHBbI,
OlHA U3 CTOPOH MOXET 3asiBUTh, YTO IIOJYYEHHBIA DJIEKTPOHHBIM JOKYMEHT COACPKUT
HEKBATU(UITUPOBAHHYIO JJICKTPOHHYIO TOINKCH JIMIA, HE YIOJHOMOUYEHHOTO Ha IMOJITHUCAHUE
JTAHHOTO JIOKYMEHTA U HE MOXKET OBITh MPUHSAT B UCIIOJTHCHHUE;

PUCKH, CBSI3aHHBIE C HCIIOJIb30BAaHUEM CEPTU(UKATOB KIFOUCH IMPOBEPKU DICKTPOHHOU
MOANUCUA M KIIOYEH DJJIEKTPOHHOM TOAIKCH, IPEKPATHUBIIMX CBOE JeicTtBue. B ciydae
WCIOJB30BaHUs ISl TIOANMCAHUS AIEKTPOHHBIX JOKYMEHTOB KIIFOYa 3JEKTPOHHOW TMOMAIMCH,
MIPEKPATUBIIIETO CBOE MEWCTBHE HA MOMEHT TOJIMUCAHMs, JUOO, €CITM MOMEHT TOANMHCAHUS
AJIGKTPOHHOTO JOKYMEHTa HE OIpPE/CNICH, a TakKe B CIydyae HMCIOIb30BaHUs CepTU]UKaTa KIIroua
MIPOBEPKH IEKTPOHHOM MOANMCH, KOTOPBIN CTall HEACUCTBYIOLIMM Ha JAEHb IPOBEPKHU IEKTPOHHOM
MOJIITUCH, CTOPOHA, MOJYYUBIIAS MOAMUCAHHBIN HEKBAIU(DUIIMPOBAHHON 3JIEKTPOHHOM MOAMHUCHIO
JIOKYMEHT, MOKET 3asiBUTh O HEMIPU3HAHUHU TAKOTO JIEKTPOHHOIO IOKYMEHTA.

2.2. Mepbl 10 CHHXKEHHS BEPOSTHOCTH BO3HHUKHOBCHHS PHCKOB, CBSA3aHHBIX C
KCIIOJIBb30BaHUEM DJIEKTPOHHBIX MTOAMUCEN.

B uensix cHWKEHHS BEpPOSITHOCTH BO3HMKHOBEHHMS W peajlu3alliyd yKa3aHHbIX PHUCKOB
YYaCTHUKAM SJICKTPOHHOTO B3aUMOJICUCTBHS HEOOXOIUMO MPETYCMOTPETh 00ECIIEUeHIE KOMILIEKCa
MPaBOBBIX U OPTaHHU3AIMOHHO-TEXHUYECKUX MEPONPUATHH MO 00eCnedyeHnI0 WHEGOPMAIMOHHON
0€30IaCHOCTH MPHU OCYIIECTBICHUH AIIEKTPOHHOTO B3aUMOJICHCTBUS C HCIONH30BAHUEM YCHIICHHOM
KBATM(UIIMPOBAHHON DJJICKTPOHHOW TMOANMUCH (Jaliee TakkKe — OJIIEKTPOHHAS TMONAINUCH) U
cepTU(UIMPOBAHHBIX MO TpeOOBaHUAM O€30MACHOCTH HH(MOPMALMU CPEACTB AIEKTPOHHOM
MOJIITUCH, TIOTYYUBIINX IOATBEPKIACHUE COOTBETCTBHS TPEOOBAHUSAM K CPEICTBAM 3JICKTPOHHOU
MOJITUCH, YCTAaHOBJICHHBIM B COOTBeTCTBHUH ¢ DenepanbHbiMu 3akoHOM «OO0 dIEKTPOHHOM

noanucH» (J1ajnee TaKxke — CepTUPUIMPOBAHHBIE CPEJCTBA ANEKTPOHHON MOJIIHICH).



DJIEKTPOHHOE B3aUMOJCWUCTBUE C HCHOJIb30BAaHUEM YCUJICHHOW KBaIH(UIIUPOBAHHOM
ANIEKTPOHHOM MOANUCH U CEPTUPUIUPOBAHHBIX CPEACTB IEKTPOHHON MOJIUCH, OCYILIECTBISIEMOE C
yueroM TpeOoBanuii denepanbHoro 3akoHa «O0 3MEKTPOHHON MOAMHCHY», IPYrHX (eaepaabHbIX
3aKOHOB, IPUHUMAEMbIX B COOTBETCTBUM C HUMHM HOPMATHBHBIX MPABOBBIX aKTOB, PETYIUPYIOIIUX
OTHOIICHUS B 00JIACTH UCTIOJIb30BAHMS AIEKTPOHHBIX MOMHUCEH, TO3BOJISET 00ECICUUTh:

HEOTKa3bIBAEMOCTh OT 3JIEKTPOHHOIO JOKYMEHTA, COJIEP)KAILEro 3JIEKTPOHHYIO IOAIKUCH.
KBanuduuupoBanHasi 3J€KTpOHHAs TMOANUCH TO3BOJISIET ONPEAETUTh JIMIO, IOANKCABIIEe
ANIEKTPOHHBIN TOKYMEHT;

[IEJIOCTHOCTh AJIEKTPOHHOTO JOKyMeHTa. KBanuduiupoBaHHas 3JIEKTPOHHAs MOJIHCH
MO3BOJISIET OOHAPYXUTh (PAKT BHECEHHSI N3MEHEHUI B AJIEKTPOHHBIN JOKYMEHT IIOCJIE MOMEHTA €T0
MOJITUCAHMUS.

B ciiyuae HeoOxoaumocTu obecnieueHs: KOH(DUACHINAIBHOCTH NiepeiaBaeMoi HHPOpMaIK
KItoud anekTpoHHod moxamucu u CK3M MoryT wucnonb3oBathesi JUIsl OOECHEUEHMS 3allUThI
UH(OPMAIIUK, B TOM YHCIIE TP e€ nepenade 1mo HHPOpMaoHHO-TEIEKOMMYHHKAIIMOHHBIM CETSIM,
a TaKkKe N OpraHU3allMy 3alllMIICHHBIX KaHAJOB CBSI3M C HCIOJIb30BAaHHUEM UIM(PPOBATBHBIX
(kpunTorpauIECKux) CpPeICTB.

Hcnonb3oBaHue KBaIM(UIIMPOBAHHOW 3JEKTPOHHOM TOAMUCH M CEPTHPHUIMPOBAHHBIX
CPEJCTB IEKTPOHHOM MOANUCH TO3BOJISIET:

YCTaHOBUTH (PAKT M3MEHEHUS MOJMUCAHHOTO JIEKTPOHHOTO IOKYMEHTA I0CJIe€ MOMEHTA €ro
HOATNNCAHUS,

o0ecreYnTh MPaKTHUECKYI0 HEBO3MOKHOCTh BBIYMCIICHUS KITI04Ya HJICKTPOHHOMN MOANUCH U3
ANIEKTPOHHOM MOANNCH WM U3 KJII04Ya €€ IPOBEPKU;

CO3/1aTh IEKTPOHHYIO MOANHUCH B (hopMaTe, 00eCIeUnBaIOIIEM BO3MOKHOCTh €€ MIPOBEPKU
BCEMH CPEJCTBAMU IEKTPOHHOM MOMHCH.

[lpn co3maHMM HIEKTPOHHOM MOANUCH CepTU(HUIMPOBAHHBIE CPEACTBA SJIEKTPOHHOU
MOJIIMCH JTOJKHBI:

MOKa3bIBaTh JIMILY, MOANKCHIBAIOIIEMY 3IEKTPOHHBIM TOKYMEHT, coAepkaHue UHpopManuy,
KOTOPYIO OH TOAINHUCHIBAET;

MOKa3bIBaTh CAMOCTOSITEIbHO WJIM C HCIHOJIb30BAaHUEM IPOIPAMMHBIX, IPOTrPAMMHO-
anmapaTHbIX W TEXHUYECKUX CPEJICTB, HEOOXOAWMBIX [UIi OTOOpakeHus HH(GOpMAINH,
MOJIMCHIBAEMOI C HCIIOb30BAaHUEM YKa3aHHBIX CPEACTB, JIMIY, OCYIIECTBISIOLUIEMY CO3JaHUE
ANIEKTPOHHOM MOJIHICH, COIEp)KaHIe HH(POPMALINH, TTOIITHCAHNE KOTOPOM MTPOU3BOIUTCS;

CO3/1aBaTh NIEKTPOHHYIO MOANHKCH TOJIBKO MOCIIE MOATBEPKIEHUS JTUIIOM, MOJIUCHIBAIOIINM
ANIEKTPOHHBIHN TOKYMEHT, Oll€paliy 110 CO3JaHUI0 3JIEKTPOHHOM MOIIUCH

OJHO3HAYHO ITOKa3bIBAKOT, UYTO KBaHI/I(bI/II_II/IPOBaHHaSI OJICKTPOHHAA IMOAIHCH CO3aaHa.



[Ipy mpoBepke HIEKTPOHHOM MOANUCH CEePTUUIIMPOBAHHBIE CPEACTBA HICKTPOHHOM
HOJIIHUCH JTOJKHBI:

MIOKa3bIBaTh  COJEPKAHME  AJIEKTPOHHOIO JOKYMEHTa, MOIIMCAHHOIO 3IIEKTPOHHOMN
MOJIHUCBIO;

MOKa3bIBaTh HMH(OpMAIMIO O BHECEHHMH UW3MEHEHHWH B TMOAMMCAHHBIA 3SIEKTPOHHOU
MOJIHUCHIO JIEKTPOHHBIN TOKYMEHT;

YKa3bIBaTh HA JIUI0, C HCIIOJIB30BAHUEM KITFOUYA HIIEKTPOHHOM MOAIUCH KOTOPOTO MOAIACAHBI
AIIEKTPOHHBIE TOKYMEHTHI.

OnHoOif M3 COCTaBHBIX 4YacTell WHQPACTPYKTYpbl OTKPBITBIX KIIOUEH U CHUCTEMBI
Kpunrorpadgudeckoil 3amuTel HHOOPMAIMK SBISIETCS YIOCTOBEPSIOUIMA LEHTP, BBITOIHSIONINHA
(YHKIHMH 110 CO3JaHUIO U Bblaue cepTU(UKATOB KIIIOYEH MPOBEPKH AEKTPOHHBIX MOANHUCEH (ajee
TaKXe — CepTHQUKAT).

YnocToBepsOmUN LHEHTP OCYLIECTBISAET CBOK JAEATEIBHOCTh B CTPOTOM COOTBETCTBHM C
HOPMAaTUBHBIMU TIPaBOBbIMM akTamu Poccuiickoit ®enepanyu, pyKOBOIAIIUMU JTOKYMEHTaMH,
AKCIUTyaTallMOHHON JTOKYMEHTAIMell Ha ucroib3yeMble cpeacTBa, [lopsakom peanuzanuu QyHKIUI
YAOCTOBEPSIIOILETo IIEHTpa M HCIOMHEHUs ero o0s3aHHOocTel (nanee Takxke — [lopsanok) u apyrumu
JIOKYMEHTaMHU, PEryJIUPYIOIMMHI BOIIPOCH! UCTIONIb30BAHUS IEKTPOHHON MOJIHCH.

KBanuduuumpoBaHuble CcepTUPHUKATHI, HM3TOTABIMBAEMbIE YIOCTOBEPSIOUINM IIEHTPOM,
3aBEPSIFOTCSA AJIEKTPOHHOM IMOANKMCHI0 YIIOJIHOMOUYEHHOIO JIMIA YAOCTOBEPSIOIIErO LEHTPa, 4TO
HNOATBEP)KIAaeT (AKT MNPUHAUIEHKHOCTH KIHOYa HIEKTPOHHON MOANUCH KOHKPETHOMY JIMILY
YYacCTHHMKA 3JIEKTPOHHOTO B3auMojeicTBus. Mcnonp3oBanue cepTu(UKaTOB MO3BOJISET YYaCTHUKA
AIIEKTPOHHOTO B3aMMOJICHCTBUS MACHTU(PHUIIMPOBATH JIMIIO, MOMHUCABIIEE HEKTPOHHOHN MOIMHUCHIO
JOKYMEHT, a TaKXe II03BOJISIeT TMOATBEPAUTh LEJOCTHOCTh (HEU3MEHHOCTh) COJIEepKaHUs
HOAMKUCAHHOTO IEKTPOHHOTO JIOKYMEHTa IPH MPOBEPKE 3JIEKTPOHHON moanucu. Takum oOpaszoM,
npu  coOmoneHnH TpeOoBaHUM MH(GOPMAMOHHON 0e30macHOCTH M COONIOACHUS TMOpSIKa
MCTIOJIb30BaHMS KBAJTU(UIIMPOBAHHON AIIEKTPOHHBIX MOAMUCEH, MPAKTHYECKU UCKITIOYAIOTCS PUCKH,
CBSI3aHHBIC HCIIOJIb30BAaHWEM DJIEKTPOHHBIX TOAMKMCEH, B TOM YHCJIE PHUCKH, CBSI3aHHBIE C
MOATBEPKIACHUEM  IOPUIUYECKOM 3HAYMMOCTH  DJIEKTPOHHBIX  JOKYMEHTOB, IOIIMCAHHBIX

YCUJICHHOM KBaJTU(UIIMPOBAHHON HIIEKTPOHHOM MOIIHCHIO

3. Mepsl, HeoOX0MUMBIE 7151 00ecTiedeHUs] 0E30MACHOCTH MPH UCTIOIb30BAHUHU TEKTPOHHBIX
TOAITHCEH.
3.1. TpeGoBaHHs U peKOMEHIAIMH 10 00CCIIEUECHIIO NHPOPMAIIMOHHOW 0€30MaCHOCTH MPH

HCITIOJIb30BAHUHN CPEACTB 3J'I€KTpOHHOI71 IIOAITMCH.



B opranumzanum, skcrutyatupyromeit cpeacrsa snektpoHHod noxmucu (CK3U), momxHbI
ObITh IPEIYCMOTPEHbl OpPraHMU3allMOHHBIE M OPraHMU3allMOHHO-TEXHUYECKHE MEpOIpPUSATHS,
HampaBJeHHbIE Ha oOecrieyeHue MH(YOPMALMOHHONW 0OE30MaCHOCTH MPU UCMOIb30BAHUM CPEICTB
SNEKTPOHHOM  MOANMCHM M ONpeAessiomue TpeOOBaHMS K  OTBETCTBEHHBIM  JIMIIAM,
AaBTOMATH3UPOBaHHBIM pabounm Mectam nonb3oBareneit CK3U (nanee takxe - APM), cucteMHOMY
U MPUKIAJHOMY MPOrPaMMHOMY OOECIIEYEHMIO, YCIOBMSIM XPAHEHHUsS] U HCIOJIb30BaHUS CPEICTB
AJIEKTPOHHOM MOJIUCH, KITI0UEH 2JIEKTPOHHON MOANKUCH U KIIFOUEBBIX HOCHUTEIIEH.

3.1.1. TpeOoBaHus 1 peKOMEHIALNH IO HA3HAYCHHUIO OTBETCTBEHHBIX JIHII.

B opranuzanuu A0MKHBI OBITH ONpEAETCHBI JIMIA, OTBETCTBEHHBIE 32 OCYILECTBIICHHE
AJIEKTPOHHOTO B3aWMOJICHCTBUU C MCIIOJIb30BAHUEM AJIEKTPOHHON MOAMKMCHU U MMEIOIUE JOCTYI K
KJIIOUEBBIM HOCHUTENSIM, a TAaKKe JIMLA, OTBETCTBEHHBIE 3a OpraHU3alMi0 padoT MO 3alluTe
UH(POPMALIUHN U COONIOICHNIO YCIOBUM XpaHEHMs U UCIIOIb30BaHMs KITIOUEH 3IeKTPOHHON MOANNCH
U CPEACTB JIEKTPOHHON MOJIMCH.

K pabote co cpernctBamu 37IE€KTPOHHOM MOAMKMCH JOJDKHBI JOIYCKAThCS JIMIA, TTPOIIEIIINE
COOTBETCTBYyIOIIee OOydeHue u o3HakomiieHHble ¢ HMHcTpykmmern DAIICU Nel52, npyrumm
HOPMaTUBHBIMHU IIPABOBBIMHM AKTaMH M PYKOBOJAIIMMM JOKYMEHTAaMH, B TOM YHCJIE BHYTPEHHUMH
OpPraHU3aIMOHHBIMU JOKYMEHTaMH U UHCTPYKIMSAMH IO 3aIuTe MHGHOPMAIUU MTPU UCTIOIH30BAHUH
AJIEKTPOHHOM IOAIKCH, A TAKKE JKCILIyaTallHOHHOM JOKYMEHTAIMEN Ha HCIIONb3yeMbIEe CPEACTBA
ANIEKTPOHHOM MOAMHUCH.

B opranmzauuu, skcrmyarupytroueid CK3M, nomkHO ObITh Ha3HAUYEHO JIUIIO, BBIMOJHSAIOLIEE
(GyHKIMU agMUHHCTpaTopa MHPOPMAIIMOHHONW O€30MacHOCTH, Ha KOTOPOTO BO3JIATAIOTCS 3aJadyH
opraHuzai paboT Mo 3ammTe WHQOPMAIUH, MOATOTOBKH COOTBETCTBYIOIIUX HWHCTPYKIHUM,
oOydenusi 1 MHCTpykTaka monb3oBatenet CK3U, Bemenuro xypHanoB yuera CK3U, nactpoiike
CHUCTEMHOI0, NpUKJIagHOro mporpamMmHoro obecrnedenus, CK3M u cpenctB 3amurthl  OT
HECAaHKIIMOHUPOBAHHOTO J10CTYyIa, ycraHaBauBaemoro Ha APM none3oBareneit CK3U, koHTposto
3a coOmoieHneM TpeOOBaHUU MO OE30MaCHOCTH, a TaKKe B3aMMOJEHCTBUS C YIOCTOBEPSIOIIUM
LIEHTPOM I10 BOIIPOCAM HMCIIOJIBb30BAHUS MIEKTPOHHOM TMOATIHCH.

3.1.2. TpeOoBaHus ¥ PEKOMEHIAIMHU K IOMEIICHHUSIM U Pa3MEIICHUIO TEXHUYECKUX CPEICTB
APM.

[Tomemenusi, B KoTOpbIX pacnonoxkeHsl APM, mnpenHasHaueHHble [Uisi paboOTBl CO
CpeACTBaMHU JJIEKTPOHHON TOANUCH (Jajee — CHELNOMELIEHHs), IOKHBl COOTBETCTBOBAThH
tpeboBanusM Uucrpykuuun OATICU Nel52. JlomxkeH OBITH MCKIIIOYEH OECKOHTPOJIBHBIM JOITYCK
JML, HE JOMYLICHHBIX K padoTe B yKa3aHHBIX CIEHIOMEIIeHUsX. B ciydyae HEOOXOOMMOCTH
IPUCYTCTBUSL MOCTOPOHHUX JIMI[ B CIEUNOMEIIEHUAX JOKEH OBITh 00eCledeH KOHTPOJIb 3a HX

NEUCTBUSIMU.



CreumnomMenieHus: JOJKHbI UMETh IIPOYHBIE BXOJHBIE JBEPH C 3aMKaMH, FapaHTUPYIOLIUMHU
HAQJIe)KHOE  3aKpbITHE CHEUNoMelleHuid B  Hepabouee Bpems. OkHa  cHEUIIOMELIEHUH,
PACIIOJIOKEHHBIX Ha NEPBBIX WM MOCIEIHMUX JTa)kax 3AaHHUH, a TaKKe OKHA, HaXOASIIMECS OKOJIO
MOKapHBIX JIECTHUL] U JAPYTUX MECT, OTKyJa BO3MOXXHO IPOHUKHOBEHHE B CIIECHIIOMEUICHUS
MOCTOPOHHUX JIML, HEO0OXOAMMO 00OpYyIOBaTh METANIMYECKHMMHU peIIeTKaMHU, WJIH OXPaHHOM
CUTHAIM3alMeHd, WIN JPYTMMH  CPEICTBAaMM, IMPEISTCTBYIOIIMMH  HEKOHTPOIUPYEMOMY
IIPOHMKHOBEHUIO B CIEI[IIOMEILIECHHUS.

Pa3zmemennie APM HOMKHO NMPOU3BOAUTHCS C YYETOM CXEMbl KOHTPOJIHMPYEMOW 30HBI U
UCKJTI0YaTh BO3MOXKHOCTh IIPOCMOTpa MOCTOPOHHUMH JIMLIaMH paboT, ocyliecTBiIsieMbix Ha APM.

CreumnomMenieHusi peKOMEHAYETCSl OCHAIlaTh OXPAaHHOW CHUTHaju3aluell, CBA3aHHOM CcO
CITyk0011 OXpaHbl 3aHUsI MU I€KYPHBIM 10 OPTaHU3alINH.

3.1.3. Tpe6oBanust u pekomenaamuu kK APM mons3oBareneii CK3U.

He pomyckaercst ocraBmarte 0e3 KoHTpoiass APM mnpu  BKIIOYEHHOM MHUTAaHUM U
MOJKJIIOYEHHBIMM  KJItOueBbIMU HocuTensMu. Ilepen yxomom monb3oBarens C3KW  npomxen
BBIKTIOUNTE APM nu6o 3a0nokupoBaTh pabOdyr0 CTAHIUIO C HCIIOJIB30BAHUEM CPEICTB 3aIIUThI
uHGOpPMAIIN OT HECAHKIITMOHUPOBAHHOTO JOCTYTIa UM C UCIOIB30BAaHUEM CPEJCTB OMEPAI[MOHHOMN
cucteMbl. PexoMeHAyeTcs HAacTpOMTb aBTOMAaTMYECKOE BKJIIOUEHUE OKpPaHHOW 3acTaBKW,
3alIUIIEHHOMN MTapoJIeM.

Ha APM monb3oBareneii pEeKOMEHIYETCS YCTAHOBUTH CEpTU(DHUIIMPOBAHHBIE CPEACTBA
3aluUThl MH(OpPMAlMM OT HECAaHKUMOHHPOBAHHOTO JOCTyMNa, a TaKXe CpPeICTBa aHTUBHPYCHOMN
3aILUTHI.

B mensx MCKIIOYEHHMS BO3MOXXHOCTHM HECAHKIIMOHMPOBAHHOIO M3MEHEHUs annapaTHoON
YacTH CHUCTEMHOro OJIOKa aJIMUHUCTPATOPY PEKOMEHIYeTCs MpPeayCMOTpPETh OIeyaTbiBaHUE
cuctemMHoro 6i1oka APM.

Heo0xonnmo mpeaycMOTpeTh OpraHU3aLuIo MapoIbHOM 3alMThl Ipu BKIoYeHHH APM u
3arpy3Ke ONEpalMOHHON CHUCTEMBI C HCIIOIB30BAHWEM CPENCTB 3aIlUTHl MH(pOpMAnuu (CPEICTB
JIOBEPEHHOM 3arpy3ku), nmbo cpeacts BIOS wu cpenctB omepanmoHHOW CHCTEMBI, TaKKe
PEKOMEHIYETCSl ONPENEINTh YCTAaHOBKH, HCKIIIOUAIOIINE BO3MOXXHOCTH 3arpy3KH OIEepanuoOHHOU
CUCTEMBI, OTNINYHOW OT YCTAHOBJIEHHOW Ha ECTKOM JAMCKE, OTKJIIOYUTHh BO3MOXXHOCTB 3arpy3KH C
BHEUIHUX CBEMHBIX JHCKOB, MCKJIIOYUTh BO3MOKHOCTh HECTAHJAPTHBIX BHUJOB 3arpy3Ku
ONEPallMOHHONU CUCTEMBI.

3.1.4. TpeOoBaHuss ¥ pPEKOMEHJAIMU [0 HACTPOWKE CHUCTEMHOTO U TPHUKIAIHOTO
IPOTPaMMHOTO 00ECTIEYECHHSI.

Ha Texnnueckux cpenctBax APM ¢ ycTaHOBIEHHBIMU CPEICTBAMH 3JEKTPOHHOM MOANUCU

HGOGXOI[I/IMO HCIIOJIB30BaTh TOJIBKO JTMIECH3WMOHHOC IIPOTrpaMMHOC 06CCHC‘IGHI/IC, IMOJTY4Y€HHOEC U3



JIOBEPEHHBIX HCTOYHMKOB. He nomyckaercs HCIIONB30BaTh HECTAHAAPTHBIE, W3MEHEHHBbIE WIN
OTJIaJIOYHBIE BEPCUH ONEPALIMOHHON CUCTEMBI.

He nomyckaercs ycranoBka Ha APM cpenctB pa3paOOTKM W OTJIQJAKH MPOTPAMMHOTO
obecrieueHrsa. HeoOxomquMo HCKIIOYUTH BO3MOXKHOCTh YCTAHOBKH CPEJACTB, IO3BOJIIOIINX
OCYULIECTBIIATh HECAHKIIMOHUPOBAHHBIM JOCTYN K CUCTEMHBIM pecypcam, a Takke BpPEIOHOCHOIO
IIPOrPaMMHOT0 00€CTIEYEHHUS], TO3BOJISAIONIET0 MOMyYaTh NPUBWIETMH aJMUHUCTpATOpA.

PekoMeHnyeTcst orpaHudyuTh mpaBa mnojib3oBatenss APM 1o caMoCTOSTENTbHOW YCTaHOBKE
MPOrPaMMHOTO 00eCTIeYeHHsI U HACTPOUTH BO3MOKHOCTD BBIMIOHEHUS Toib3oBaTenieM APM Tonbko
TeX MPUIOKEHHH, KOTOPbIE pa3pellieHbl aIMHUHUCTPATOPOM HH(POPMALIMOHHOM 0e301MacHOCTH.

HeobOxomumo peryisipHO OTClIeXKUBaThb M YCTaHABIMBATh OOHOBIEHHUS O€30MaCHOCTU IS
OMEpPAlMOHHON CHUCTEMBI, MporpaMMmHoro obecrnedeHuss APM, perymspHO OCyIIECTBISATh
0OHOBJIEHHE aHTUBUPYCHBIX 0a3.

3.1.5. TpeOoBanuss K HAcTpOWKaM OICPAMOHHONW CHUCTEMbI, YCTaHOBICHHOW Ha APM
M10JIb30BATEIIS.

Jlo Hayama  MCMONB30BAaHUS  CPEACTB  DJEKTPOHHOM  MOANUCH  aJAMHHUCTPATOP
WHGOPMAITMOHHON 0€30MacHOCTH JIOJKEH IMPOU3BECTH HACTPOWKY OIEpallMOHHOW CUCTEMBI, B
cpele KoTopoll IaHupyercs ucnonb3oBate CK3U, m ocymecTBiasTh NEPUOAMUYECKUNA KOHTPOJb
HACTPOEK B COOTBETCTBUU CO CIEAYIOINMHU PEKOMEHIALIUSIMU:

IIPABOM YCTAHOBKU U HACTPONKHU OMEPALMOHHON CUCTEMBI M CPEACTB IEKTPOHHON MOJITUCH
JOJKEeH 001a/1aTh TOJBKO aIMUHUCTPATOP 0€30MacCHOCTH;

B LEIAX BO3MOXHOCTH pa3rpaHUYEHHUs] MpaB JOCTyla PEKOMEHIYETCS MCIOIb30BaTh
CPEJCTBA, BXOASIINE B COCTAB CPEACTB 3alUThI HH(OpMAIUY;

BCEM IIOJIb30BATENsIM M TIpyllaM, 3aperucTPUPOBAaHHBIM B OINEPALMOHHON cucCTeMeE,
HE0OXOMMO HAa3HAYUTh MUHUMAIILHO BO3MOXKHBIE JIJIs1 pabOTHI MpaBa;

BCE NMPHUBWIETUU Tpynnbl Everyone T0MmKHBI OBITh yalleHbI;

HEOOXOAMMO HCKIIIOYMTH MCIIOJIb30BaHUE PEKMMa aBTOMATHMUYECKOIO BXOZa MOJIb30BaTENs B
OTIEpAllMOHHYIO CUCTEMY TpU ee 3arpy3ke 0e3 BBoja MapoJs;

PEKOMEH/IyeTCsl IEPEMMEHOBATh CTAHAAPTHYIO YUYETHYIO 3alUCh aAMUHUCTPATOPA;

PEKOMEHIYETCS OTKIIFOUUTD YUETHAS! 3alMCh JUIsl TOCTEBOTO BXO/a;

UCKJIIOYUTH BO3MOXKHOCTh YAAJICHHOTO YIPABJICHUS, aIMUHUCTPUPOBAHUSI M MOIU(DUKAIIN
ONEpPAllMOHHON CHCTeMbl U €€ HACcTPOEK, CHUCTEMHOIO peecTpa, JUis BCEX, BKIIOYas TpYIILy
aIMUHUCTPATOPOB;

BCE HEHCIIONIb3yeMbI€ PECypChl CHCTEMbI HEOOXOIMMO OTKIIOYHUTH (IIPOTOKOJBI, CITY>KOBI,

CEpBUCHI U T.I1.);



JOJDKHO OBITh HWCKIIIOYEHO WIIM OTPAaHHYEHO WCIIONb30BaHUE IMOJB30BaTENsIMU CEpBHUCA
TUTAHUPOBINKKA 3a/1a4. [Ipy NCroIB30BaHUM IAHHOTO CEPBUCA COCTAB 3aIyCKaeMOTO IMPOTPAMMHOTO
obecrnieuenus Ha APM cornacoBbIBaeTCsl ¢ aIMUHUCTPATOPOM MH(POPMAITIOHHOM 0€3011acCHOCTH;

PEKOMEH/IyeTCsl OpraHW30BaTh yOaJeHHE BpEeMEHHBIX (ailoB u (aiiyloB MOJKAUKH,
dbopMuUpyeMbIX U MOAU(DHUIIUPYEMBIX B TpOIlecCe padOThI CPENICTB dINEKTPOHHOU moanucu. Eciu
9TO HEBBINOJIHUMO, TO OTICPAIMOHHAS CUCTEMa JIOJKHA HCIIOB30BaThCSI B OTHOTIONH30BATEIIHCKOM
pSKHME W Ha JKECTKHH JWCK JO/DKHBI PacCIpPOCTPAHATHCS TPEOOBAaHUS, MPEIbIBISIEMBIE K
KITFOUE€BBIM HOCHUTEJISIM;

JOJDKHBI OBITH OTKJIFOYEHBI CPEICTBA YIAJICHHOTO aJIMUHUCTPHPOBAHMS, B CIIydae €clid
TaKOE MOJKIIIOYCHUE OCYIIECTRISICTCS 0e3 UCTIONh30BAHMSI 3AIUIIICHHBIX KAHAJIOB CBSI3U;

JIOJDKHBI OBITH YCTAHOBJICHBI OTPAaHWYCHHS Ha JOCTYI IOJb30Barelell K CHCTEMHOMY
peecTpy IMyTeM HaCTPOUKH MpaB JOCTyMa K CHCTEMHOMY PeecTpy;

Ha BCce AUPEKTOpUU (MANKHU), COAEPIKAIINE CUCTEeMHbIE (Daiiiibl M MPOrPaMMBI U3 KOMILICKTa
CK3U, nomxkHbl OBITh YCTAHOBJICHBI MpaBa JOCTYIIA, 3alpeliaroue 3auch BCEM MOJIb30BATEISM,
KpOMeE II0JIb30BaTeliss, WMEIOIIET0 TpaBa aaMUHHUCTpATopa, cosfareis (BIIafelblia) W IpaBa
CUCTEMBI;

HE0O0XOAMMO 00€eCIIeUnTh BEACHHE KYPHAIIOB ayJUTa B ONEPAIIMOHHON CUCTEME;

HACTpOMKa TIApaMETPOB CHUCTEMHOTO peecTpa TPOU3BOAUTCS B COOTBETCTBUU C
AKCIUTYaTallMOHHOW JOKYMEHTAIMEH Ha CPECTBA AICKTPOHHOH TIOITHCH.

3.1.6. TpebGoBaHus U pEKOMEHIAIMH TIPH OPTraHU3aIMU TAPOJILHOM 3alUTHI.

Pexomennyercs pazpaboTarh ¥ MPUMEHUTH MOMUTUKY Ha3HAYEHUS W CMEHBI mapoiei (s
Bxona B OC, BIOS, nmocryma k KiIo4aM 3J€KTPOHHOM TOANKCH), HUCHOJIb30BaTh IpaBuiIa
dbopMupoBaHUs U XpaHEHUS MApPOJIe B COOTBETCTBUU CO CIIEAYIOIIUMHU MTPaBUIIaMU:

JUTMHA TIapoJis JOJHKHA OBITH HE MEHEe 8§ CHMBOJIOB;

B YHCJIE CHMBOJIOB MapoJisi 00s3aTeNbHO JOJDKHBI MPHCYTCTBOBATH OYKBHI B BEPXHEM U
HIDKHEM PETUCTpax, UQPhI U Crienuanbabie cuMBobl (@, #, $, &, *, % u T.1L.);

napoyib He JOJDKEH BKJIIOUaTh B Cce0sl JIETKO BBIUMCIISIEMble COUYETAHUS CHMBOJIOB (MMEHa,
dbamunuu u T. 11.), a Takxke oomenpunareie cokpamienus (USER, ADMIN, ALEX u 1. 1.);

IpU CMEHE Mapoisi HOBOE 3HAYECHHE JOJDKHO OTIIMYATHhCS OT MPEIBIIYIIEro He MEHee YeM B
4-X O3ULIMAX;

nonb3oBareTb> APM  nmomkeH oOecreunBaTh  KOH(DHICHIIMAIBHOCTH  MapoJie, He
JOTTYCKAETCsl XPaHUTh 3aMCAHHBIE MTAPOIU B JIETKOJAOCTYIHBIX MECTax;

MEPUOANYHOCTh CMEHBI TApOJIs OMPEACTSETCS MPUHATOW TOMUTHKON Oe30MacHOCTH

(MHCTpYKILIMEH 10 OpraHu3aliy NapoJIbHOM 3aIUThI), HO HE JOJIKHA MPEBBIIIATh ABYX MECAILIEB.



yKa3aHHasi MOJUTHKA JIOJKHA MPUMEHSTHCS JIs BCEX YUYETHBIX 3alHCe MOoJib30BareseH,
3aperucTpUPOBAaHHBIX B ONEPALMOHHON cUcTEME.

3.1.7. TpeOoBaHusi K YCTaHOBKE, HACTPOMKE W HCIOJIB30BAHUIO CPEACTB AIICKTPOHHOMN
MOJIITHCH.

YcraHoBka M HacTpoiika cpeactB anekrpoHHod moxamucu (CK3M) nmomkHa BBITONHATHCS
aJIMUHUCTPATOpPOM  WH(POPMALMOHHOW  Oe30macHOCTH MO0  JIMIIOM, OTBETCTBEHHBIM 32
pabotocrnocoOHOCT, APM 1 mpomiemM cooTBETCTBYOIIEee 00yUeHHE.

YcTaHOBKa  CPENCTB  DJCKTPOHHOM  MOAMUCH  JIOJDKHA  TMPOU3BOJUTHCS  TOIBKO C
TUCTpUOYTHBA, TOJYYEHHOTO MO JIOBEPEHHOMY KaHaly, B COOTBETCTBUM C OKCIUTyaTallMOHHOMN
JIOKyMEHTAlMEeN Ha CPEICTBA NIEKTPOHHOMN MOJIHUCH.

[Ipu ycTaHOBKE CpEICTB D3JIEKTPOHHOM MONAMUCU JOJKEH OBITh 00OecredyeH KOHTPOJb
[EJOCTHOCTH YCTaHABIMBAaEMOT0 IMPOTrPAMMHOI0 O0eCTieUueHUsI.

[lepen ycTaHOBKOH CpENCTB 3ICKTPOHHOM MOANMCH HEOOXOIMMO IMPOU3BECTH INPOBEPKY
ONEpPALMOHHON CHCTEMBl Ha OTCYTCTBHE BPEJOHOCHBIX IPOrpaMM C IOMOULIbI0 AHTUBUPYCHBIX
CPEICTB.

[locne  3aBepiieHUss  YCTAHOBKM  OCYLIECTBJISIOTCS ~ HacTpoWka M KOHTPOJb
paboTOCIIOCOOHOCTH CPEICTB ANEKTPOHHOH MOATHUCH.

Hcnonbs3oBaHUE CPEACTB NIEKTPOHHON MOANMCH JOHKHO OCYIIECTBISATHCS B COOTBETCTBUU
C DKCILTyaTallMOHHOM TOKyMEHTaluel 1 MHCTPYKIMSIMHU Ha CPEJCTBA SIEKTPOHHON MOIIHUCH.

3.1.8. TpebGoBanus obecrieueHUs] HWHPOPMAIMOHHOW O€30MaCHOCTH TIPU MOIKITFOYCHUN
APM Kk ceraM CBs3d OOIIEro TMONb30BaHUSA, B TOM UWciIe K HWHPOPMAIUMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTH «IHTepHeT.

He pexomenmyeTcss MOAKIIOUATh K CETSAM CBsI3U 001ero nois3oBanusi APM mons3oBarens
pu paboTe co cpeACcTBaMU 3IEKTPOHHOW MOANMCH M HOCUTENSIMU KIIFOUEH JIEKTPOHHOM MOJAIUCH.
B cnyuyae HeoOxommmocTu monkimtoueHuss APM K ceTsM CBsi3M OOIIEro IOJb30BaHUS TaKOE
MOJKIIOYEHWE  PEKOMEHIYeTCs TMPOU3BOAUTH C  HCIOIB30BAaHHUEM  CEPTHPHUIIMPOBAHHOTO
MEXCETEeBOr0 HKpaHa, HACTPOCHHOTO B COOTBETCTBHM C TPeOOBAHUSAMH SKCIUTyaTallMOHHOMN
JIOKYMEHTAIIMU Ha CPEJICTBA MEKCETEBOTO SKPAaHUPOBAHUSI.

B cnyuae mogximroueHuss APM ¢ yCTaHOBIIEHHBIMU CPEACTBAMM JJIEKTPOHHON MOAMHMCH K
CEeTSIM CBSI3M OOIIEro MoJib30BaHUsI HEOOXOIUMO OTPAaHUYUTH BO3MOXKHOCTH 3aIyCKa U MCIIOTHEHUS
¢aiinoB u ckpunToBeIX 00BeKTOB (JavaScript, VBScript, ActiveX # T.1.), IOTY4YEHHBIX U3 CETEH
obmiero monb3oBaHus. He  momyckaercss OTKpbIBaTh Takue (aiiiasl  0e3  MpoBeaeHUs
COOTBETCTBYIOIIUX IPOBEPOK AHTUBUPYCHBIMH CpPEICTBAMH Ha TPEIAMET COJAEpKaHUS B HUX
MPOrPaMMHBIX 3aKJIAJI0K U BPEIOHOCHBIX MPOTPAMM.

3.2. Tlopsimok oOparieHus ¢ HOCUTEISIMH KIIF0YeBOi HHPOpMAIINH.



[Tpy Mcnonab30BaHUU U XPAaHEHUH KIJIIOUYEH 3JIEKTPOHHOU MOJIMUCH JI0JIKEH OBITh OMpe/ieicH
U YTBEPXKICH MOPSIOK y4yeTa, XpaHEHHS M HCIIONb30BaHUS HOCHTEJICH KIIIOYEBOH MH(OpMAINH
(KJTIOYEBBIX HOCHUTENEH), CoepKAINX KIFOUU IEKTPOHHON MOMUCH, KOTOPBIH JTOJIKEH UCKII0YaTh
BO3MOKHOCTh HECAHKIIMOHMPOBAHHOTO JI0CTyIa K HUM.

Jl1s XpaHEeHHs! KIIOYEBBIX HOCUTENIEH B MIOMELIEHUAX JO0JKHBI YCTaHABIMBATbCSA Ha/IEKHbIE
MeTaJUTMYecKue Xpanwiuiia (ceidsr), 000py10BaHHbIEC HA/IC)KHBIMH 3aITUPAIOIIMMHU YCTPOHCTBAMHU.

B kadecTBe KIIIOYEBBIX HOCHUTENEM PEKOMEHIYETCS HCIOJb30BaTh YUYTEHHBIE B
YCTaHOBJICHHOM MOPSAKE CepTUPHUIMPOBaHHbBIE KiTtoueBble HocuTenu USB-Kiroun U cMapT-KapThl.

[Tpu XpaHEHMM M HCIOJNB30BAHUM KIOUEH 2JEKTPOHHOW moamucu noib3oBarento CK3U
3aMpeIaeTcs:

BBITOJIHATH KOMIMPOBAHUE KJIHOYA 3JIEKTPOHHOM MOJMUCH Ha MHBIE KJIIOUEBble HOCUTENU 0e3
paszpelieHus aAIMUHUCTpaTopa HHPOPMAITMOHHON 0€30acHOCTH;

3HAKOMHUTH C COJAEP’KAHMEM KIIFOUEBBIX HOCHUTENICH WIIM IepefaBaTh KIIIOYEBBIC HOCUTEIHN
WHBIM JIMIIAM;

yCTaHaBIMBaTh KIIOYEBOM HOcuTenb B Jpyrue APM, He mpenHa3HadeHHbIE ISl pabOTHI C
KIJIF0YEBOH MH(GOPMAIIHCH;

3aMUCHIBATh Ha KJIFOYE€BOI HOCHUTENb MOCTOPOHHIOW HH(OPMAILIUIO;

UCIIOJIB30BATh pPAaHEE MWCIOIb30BABIINECS KIIOUEBbIE HOCUTENIM Ui 3alllMCU  HOBOW
uHbopMaruu 0e3 TPEABApUTEIBHOTO YHUYTOKEHUS HAa HHUX KIIO4EeBOM HH(OpManuu c
UCIIOJIb30BaHUEM  CEepPTU(PUIMPOBAHHBIX  CPEIACTB  JJIEKTPOHHOW TOAMHCH JHOO  CPENCTB,
rapaHTUPYIOUIMX MPAKTUYECKYI0 HEBO3MOXKHOCTH BOCCTAHOBIICHUS HMH(OpMAIMM C KIIOYEBBIX
HOCHUTEJEH.

Bragenern kiroda aneKTpoHHOU moanucH (Biajaesnen cepTudukara) oos3aH:

XPaHWUTh B TallHE KIFOY 3JIEKTPOHHOU MOAMNNCH;

HEMEUIEHHO OOpaTUThCS B YAOCTOBEPSIOIIMN IEHTP s NPUOCTAHOBICHHUS JEHCTBUS
cepTudUKaTa KIro4Ya MPOBEPKH TEKTPOHHON MOANKCH WM €TO OT3hIBA B CIydae KOMIPOMETAIHH
KJIFO4a AJIEKTPOHHOM MOJMUCH WU MPU HAJTMYMKM OCHOBAHUU MOJNararh, 4YT0 KOHGUACHIIMAIBLHOCTD
JTAHHOTO KJIK04a HApYIIEHa;

HE MCIIOJIb30BaTh KIIIOY IPOBEPKH 3JIEKTPOHHOW MOJMMCH, CBS3aHHBIM € CepTU(PHUKATOM
KJIIFOYa TPOBEPKHA DBJIEKTPOHHOW TOMINKMCH, KOTOPBII OTO3BaH WM JCHUCTBHE KOTOPOTO
IIPUOCTAHOBJICHO.

3.3. Yuer U KOHTPOJb BBINOJHCHUS TpeOoBaHHH HHPOPMALMOHHOW OE30MaCHOCTH U
MOpsIIKa UCIIOIb30BaHUS CPEACTB IEKTPOHHOM MOAIHUCH.

JleicTBusl, CBSI3aHHBIE C XPAaHEHUEM M OJKCIUTyaTallMeW CPEICTB JJIEKTPOHHOW IOANMCH U

KJIFOUEH AIIEKTPOHHOM MOJMHMCH, TOJHKHBI (PMKCHPOBAThCS B JKypHaJlaX MOIK3EMIUIIPHOTO yueTa,



BE/ICHUE KOTOPOIO OCYILECTBISAETCS aJAMUHUCTPATOPOM MH(GOPMAIIMOHHON 0€30MacHOCTH B
cootBeTcTBUU ¢ MHcTpykumein @AIICU Ne 152.

AJIMUHUCTpPATOP MHPOPMAIIMOHHOM 0€30MaCHOCTH JI0JIKEeH MEePUOIUIECKH, HE PEKE OJJHOTO
pasa B JiBa Mecsilia, IPOBOANUTh MPOBEPKY YCTAHOBIEHHOIO MPOrPaMMHOI0 00ecreueHus, )KypHaloB
ayJnTa ONEPalMOHHONW CHCTEMBl M CPEACTB 3aIluThl MH(popMaiu Ha Bcex APM monb3oBareneit
CK3MH, ocyiiecTBisITh KOHTPOJIb 3@ YCIOBUSIMU MCIIONB30BAHNS U XPAHEHUS KIIFOYEBBIX HOCUTENEH,
a Tak)Ke MPOBOJUTH MEPUOTUIECKOE TECTUPOBAHUE TEXHUUYECKUX U MPOTPAMMHBIX CPE/ICTB 3alllUTHI
nHdopmaIuu.

B cinydae oOHapyXeHHS TOCTOPOHHETO NPOTPaMMHOTO OOECleUeHus, HapyIIeHUs
[EJIOCTHOCTH TPOTPAMMHOTO OOecredeHusi MO0 BBISBICHUS (akTa MOBPEXKACHUS medyaredl Ha
CUCTeMHBIX O10Kax pabora Ha APM pomkHa ObITh npekpaieHa. [lo nanHomy axty JOMKHO OBITH
IPOBENIEHO CIIy>)KeOHOE pacciieloBaHHEe KOMHCCHel, Ha3HaUeHHON PYKOBOAMTENIEM OpraHu3aliy, a

TAKKC OPIraHU30BaAHbI paGOTBI M0 aHaJIN3y U YCTPAaHCHUIO BBISABJICHHBIX HapymeHHﬁ.



